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Introduction 
For years Proton Dealership IT and Cybersecurity has tracked malicious activity as 
part of the service it provides its customers. For the past three it has been keenly 
watching and reporting trends it has seen in the data it collects with its State of 
Cybersecurity Report. 

The unprecedented cyberattacks that occurred in the summer of 2024 made 
people take stock of how vulnerable their security situation was. This watershed 
moment reshaped how dealerships address their cybersecurity needs to protect 
themselves, their data, and remain compliant with federal regulations. 

Proton’s 2025 report examined the days and weeks following the attack, and what 
transpired during the year that followed it. It found malicious cyber activity rose 
significantly as dealerships were targeted at much higher rates than immediately 
prior to the attack, and that the increased level of threat showed signs of persisting. 

Based on data compiled by Proton Dealership IT and Cybersecurity, its 2026 State 
of Cybersecurity report continues to track malicious activity. The data covers from 
July 2025 to June 2026 and identifies trends dealerships need to be aware of so 
they can take appropriate steps to protect themselves and their investments. 

Plainly put, the level of activity hasn’t just persisted – it has increased with 
alarming indicators of where the trends are going. 
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A Lull Before a Storm 
Picking up where Proton’s 2025 
report left off, attack activity 
peaked in the late-summer and 
early-fall months of 2025, before 
hovering around springtime levels 
as we entered the winter months 
before attacks suddenly dropped 
off dramatically in February 2026. 
Despite this, attacks were still 
happening at nearly double the 
rate that was seen prior to the 
2024 watershed attack. 

This lull in activity was brief. In 
March 2026, a massive spike in 
malicious attacks flooded the retail 
automotive industry. Attacks were 
up nearly 1000% above where they 
were prior to the watershed event 
in 2024. Ultimately, Proton’s team 

found these attacks on the retail 
automotive targets were being 
streamlined by AI. 

As the tsunami of attacks flooded 
in, Proton’s security monitoring 
team quickly turned them aside, 
helping to cause the effort to lose 
steam and reliability. Attackers, 
who had quickly appeared, moved 
on to other targets. 

Not long after, attacks were on the 
rise once again in June of 2026, 
and more attacks – like the ones 
that occurred in March 2026 – are 
expected as additional emphasis 
and development is placed on 
generative AI and its ability to 
create convincing phishing emails. 
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A Spike in Activity That Never 
Should Have Happened 
Back in March 2025, attackers learned they could exploit a vulnerability in a 
popular software solution that allows remote access to computers and potentially 
the networks they are part of. Some dealerships use this software to allow third 
party vendors access to their systems when there is a need to troubleshoot an 
issue with that party’s software. 

The vulnerability is most easily described as allowing a Windows installer to be 
copied while keeping the digital signature intact.  Because the digital signature 
was intact, many monitoring tools would not detect it allowing attackers to 
infiltrate networks.    

Attackers abused this vulnerability for nearly a year across multiple industries 
before they turned their sights on retail automotive. In March 2026, Proton’s 
tools and cybersecurity experts detected a massive number of attacks leveraging 
unauthorized use of this remote desktop solution against old, unpatched variants 
of the remote access software installer. 

Proton was prepared and when dealerships protected by Proton began to 
experience these attacks, they were shut down before they could do any damage. 
As such, none of Proton’s customers were negatively impacted by this event. 

The right tools paired with experts to monitor them and react to incidents can 
prevent damage from being done. 
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More Attacks, Different Vectors, 
Higher Costs to Recover 
Proton data from the first half of 2026 shows attackers are still trying to get 
into dealership networks at an elevated rate. They want to infiltrate, possibly 
encrypt, and assuredly ransom the valuable data in those systems. However,  
the way they’re going about it has changed. 

While software vulnerabilities must still be guarded against, the trend in types  
of attacks Proton is seeing shows malicious emails and phishing scams have 
become the main avenues of ransomware attacks. That is because attackers  
have found it easier to acquire log in credentials than any other method of  
gaining access to a network or system.  

Additionally, with each attack it is becoming more apparent that Multi-Factor  
Authentication (MFA) alone is not enough to prevent an attack from being  
successful. In instances where compromised credentials were used to gain access  
to a system, experts found MFA was deployed 97% of the time as a security  
measure. That means MFA cannot be the end of a dealership’s security measures. 

Making things even more difficult for dealership targets, attackers continue to 
seek out opportunities to use trusted sources to smuggle malicious code into 
networks, by using social engineering on human targets. 

Attackers are relying on generative AI to increase their attack volume and make 
their phishing scams more difficult to detect. Gone are the days of misspellings 
in scam emails – today phishing scams leverage how legitimate they look 
against unsuspecting human recipients.  

Finally, the cost to recover from an attack continues to rise. In 2026, according to  
industry experts, the average cost to recover from a ransomware attack is now  
$1.7 million not including any ransom paid. This is up from $1.5 million in 2025. 

Malicious Emails  
and Phishing Scams 
have become the main avenues of 
ransomware attacks. 

97% of the time 
MFA was deployed as a security 
measure in instances where  
compromised credentials were used. 

Generative AI 
increases attack volume and makes 
scams more difficult to detect. 

$1.7 Million 
is the new average cost to recover 
from a ransomware attack. 
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Conclusion 
While the incident in the summer of 2024 was indeed a watershed moment, it 
pales in comparison to what is lurking just beyond the horizon. Proton continues 
to see an increase in malicious activity year over year and as attackers become 
more adept with AI technology, and able to exploit more trusted sources, it 
becomes immensely difficult for the everyday employee to be prepared to repel 
these attacks. Couple that with malicious activity increasing and becoming more 
costly, and the risk of a cyberattack is one of the biggest threats to a dealership. 

Given the current state of Cybersecurity, Proton recommends five things, at 
a minimum, dealerships need to help protect themselves: 

1. Assess and properly monitor who is logging into your systems. MFA alone is not 
enough anymore. You need comprehensive, phishing-resistant methods to keep your 
system secure. 

2. Keep everything up to date with patches. Exposed, unpatched devices can be that open 
window you need to avoid. 

3. Have quality email filtering that can detect malware and phishing and continually 
train your employees against social engineering and phishing scams. That means test 
them, and if they fail, teach them how to spot or follow company policies that mitigate 
risk – such as not accessing personal email at work and not clicking on links without 
examining them first. 

4. Have an incident response and recovery plan. Practice this at least once a year. You 
need to know who you are going to call, how to quickly get help, and what happens in 
the worst-case scenario. 

5. Continuous monitoring by experts, using a quality Managed Detection and Response 
program like Proton’s. Dealerships don’t have the staff for 24/7 coverage, which is what 
is truly needed today with attack speeds reaching as fast at 27 seconds. 

Attacks are targeting dealerships every single day at speeds that are increasing 
year over year. How well those dealerships are protected makes a difference in 
whether they will be the victim of a full-fledged ransomware event that shuts them 
down for several days or weeks, or just a minor 15-minute problem for one user. 

For more information about how your dealership can 
protect itself, visit Protontechs.com. 
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